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Understanding the Cyber Risks 

➢
TAs Collect personal and financial information from taxpayers

➢
Increasing cyber threats worldwide with estimated 22 billion records 

data breaches exposed in 2021

➢
95% of cybersecurity breaches are caused by human error

➢
Specific threats to tax administrations: Tax fraud, identity theft, data 

manipulation
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Impact of cyber attack in a TA 

➢
Financial loss: Stolen funds, fines, legal costs.

➢
Reputational damage: Loss of trust and credibility.

➢
Legal consequences: Non-compliance with data protection regulations.

➢
Disruption of services: Inability to collect taxes, process returns, and 

provide services.
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What is expected from Tax Administrations?

Be 
aware!

Be 
ready!

Continuous 
education
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Cyber Security in Rwanda

Rwanda Computer 
Security Incident 

Response Team (Rw-

CSIRT)

National Cyber Security 

Authority (NCSA)

1. Prevention

2. Response 
3. Security Quality 
Management

4. DPP law 
Supervisory 
Authority

August 2014 December 2020
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01 2017

▪Building Cybersecurity 
function 
▪Backup strategy updated
▪Enhancing the mailing 
system security

• Updating the IT DRP and 
backup strategy

• Integrating the RRA 
Kaspersky center with the 
national primary Kaspersky 
Center

• ISO 27001 Certification project  
• Enhancing the endpoints 

protection 
• WAN and LAN encryption
• Automation of Patching and 

upgrades 
• Deployment of the DLP solution

▪ISO 200701 certification 
and monitoring 
▪Established SOC

02

0304

2018

2019
2020-2023

2020

Cyber Security journey in RRA
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Asset 
Management  

01 02 03

08 09 10

04050607

Cyber Risk 
assessment & 
management 

Identity and 
Access 
control 

Advanced 
Threat 

Prevention 
(ATP)

Data 
protection 

(B&R)

Vulnerability 
assessment 

and 
management 

Centralized 
system 

monitoring 

Maintain 
Compliance

Incident 
response 

plan

Awareness 
and training

Cyber Security Team in RRA
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Asset management tool

Identity and access management 
➢ Cisco Identity Service Engine(ISE)
➢ Privileged Access Management(PAM)
➢ Single Sign-On System

Logging and monitoring tool/SIEM
➢ SolarWinds Security Events Manager (SEM)
➢ Cisco Firewall Management Center (FMC) and
➢ Sophos Control Center (Embedded on Sophos 

Appliances)

Endpoint protection by 
integrating the RRA Kaspersky 
Center with the National 
Kaspersky Center 

Vulnerability management 
system 
➢ Rapid 7

Email security 
➢ Sophos Anti-Spam and 

Anti-Malware.
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Looking forward

We shall continue to 

➢
Enforce Information Security/Cybersecurity policies, 

➢
Comply with international standards by following best practices, 

➢
Increase the level of monitoring RRA systems 

➢
Continuously work with stakeholders

➢
Keep the RRA community aware of what is happening in  terms of 

Cybersecurity.
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THANK YOU !


