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• Website WWW.RS.GE - 39 e-services without authorization;
• E-portal - ESERVICES.RS.GE - E-Services such as e-

application, e-filling, e-invoicing; e-appeals and etc - More
than 400 electronic services;

• Unified Tax and Customs Methodology Hub creation –
infohub.rs.ge

• Centralized division - handles calls/emails/chat sessions
from current and potential taxpayers;

• Video-Call;

• Information from taxpayers; 
• Information from GRS 

Operational and HQ 
Departments; 

• Information from Third 
Parties. 



Georgian Law on 
Information Security

The purpose of this law is to promote 

effective and effective implementation 

of information security protection, to 

establish the rights and duties of public 

and private sectors in the field of 

information security protection, as well 

as to determine the state control 

mechanisms for the implementation of 

information security policy.

Cybersecurity Framework of 
Georgia Revenue Service

ISO/IEC 27001

GRS is actively engaged in the

implementation of the internationally

recognized standard ISO/IEC 27001.

This standard specifies requirements

for establishing, implementing and

maintaining an Information Security

Management System (ISMS)

throughout the organization.

Financial Analytical Service 
(FAS)

Management of GRS Server

Infrastructure (both physical and

virtual), including security tools

and cybersecurity solutions is

outsourced to another entity of

the Ministry of Finance, Financial

Analytical Service (FAS)



Server Infrastrucrure





THE SCOPE OF INFORMATION SECURITY MANAGEMENT SYSTEM;

INFORMATION SECURITY COUNCIL REGULATION;

RISK IDENTIFICATION AND ASSESSMENT METHODOLOGY;

RISK MANAGEMENT METHODOLOGY;

INFORMATIONAL ASSET MANAGEMENT METHODOLOGY;

INFORMATION ASSET CLASSIFICATION POLICY;

INFORMATION ASSET USE POLICY;

THE POLICY FOR MANAGING THE MEANS OF REMOVABLE MEDIA;

PASSWORD MANAGEMENT POLICY;

INCIDENT MANAGEMENT POLICY;



• Human Resource development 

plan - once per year;

• Qualification-enhancing 

activities such as trainings and 

certification;

• Cybersecurity Course - once per 

year;  

• Examination;

• Periodic awareness e-mail 

notifications 



Information security events/computer

incidents must be registered immediately

on the unified portal sent to the e-mail

address Infosec@rs.ge.

• Incident review by the Information Security 

Team; 

To the regulatory agency, the Operational-Technical

Agency of the Security Service of Georgia

GRS information security incident management steps,

escalation methods and methods of execution are

described in the Information Security Incident

Management Procedure. The purpose of the mentioned

procedure is to minimize and avoid the possible negative

impact caused by information security incidents.

Procedure for handling
Cyber Incidents • Incident review by the Incident Resolution 

Team;

To to the relevant International Agency for 

communication with other competent agencies

mailto:Infosec@rs.ge


Standard Users 

Employees with standard 

rights do not have direct 

access to the database

Privileged Users 
Employees with administrator 

privileges - database 

administrators - have an 

access to database. 

Privileged users' access to the 

servers is managed by the 

FUDO PAM system

The Standard User Password 

• At least 12 characters;

• Lower and upper letters, numbers and 

other special symbols;

• must be updated in every 90 days;

• The same password can be used after 

3 different passwords have been used; 

• It is forbidden to use passwords of fake 

complexity (p@ssw0rd);

• It is forbidden to use passwords in 

repeated characters (123456, QWERTY);

• After entering password incorrectly 

four times in a row, the user must be 

locked out and unlocked within 30 

minutes.

The Administrator Password

The administrator password 

must be at least 16 

characters long

Technical Controls

Access Management

Password Management

Active Directory (AD)

Active Directory (AD)

The standard user password

It is necessary to pass at 

least two-factor 

authentication to enter the 

system



Market Size

Next Generation 
Firewall

Firewall can detect 

cyber-attacks and 

protect the network from 

cyber-attacks using 

various methods

Cisco ISE 
(RADIUS)

It ensures the security 

of physical 

connection of 

unauthorized devices 

to the computer 

network. 

limited access to 
internet 

resources

Social networks, 

personal/public email 

services and other 

entertaining platforms  

are blocked

Network Security



Personal computers and 

internal perimeter 

network protection, within 

GRS is provided by the 

Security Protection 

System - Trellix.

The system consists of 

several components and 

includes: network sensor, 

logging, web protection, 

servers, computer 

protection, detection and 

neutralization of malicious 

programs, establishing 

correlation between 

information security 

incidents and notification 

functions.

Anti-Virus and Anti-Malware 
Software - Trellix



Any access made by Administrators is logged

through the control center of the host

operating system and stored in an encrypted

form in the SIEM (Security Incident and Event

Management) system, the data of which

cannot be changed. Only an Information

Security Manager has access to the SIEM

system.



USE A VIRTUAL PRIVATE 
NETWORK (VPN) TO PRIVATIZE 
THE NETWORK CONNECTION 



DLP

ISO

ISO/IEC 27001

Certificate



Phone Number

(+ 995) 599 04 04 68
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m.khutsishvili@rs.ge
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