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Introduction
. 1]

In the path of evolution and technological development, Georgian Revenue Service System has
adopted new digital platfFoarms and electronic services. This transformation has brought numerous
benefFits, but it has also introduced new vulnerabilities that can be used by Cybercriminals.

Therefore, strong cybersecurity measures are crucial For the effective and secure Functioning of tax
systems in the digital age.

Remote and Electronic Services GRS Data Warehouse
« Website WWW.RS.GE - 39 e-services without authorization;  Information from taxpayers;
« E-portal - ESERVICES.RS.GE - E-Services such as e-  Information from GRS
application, e-filling, e-invoicing; e-appeals and etc - More Operational and HQ
than 400 electronic services; Departments;
- Unified Tax and Customs Methodology Hub creation - * Information from Third
infohub.rs.ge Parties.

. Centralized division - handles calls/emails/chat sessions
from current and potential taxpayers;
* Video-Call;
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Cybersecurity Framework of
Georgia Revenue Service

Georgian Law on
Information Security

The purpose of this law is to promote
effective and effective implementation
of information security protection, to
establish the rights and duties of public
and private sectors in the field of
information security protection, as well
as to determine the state control
mechanisms for the implementation of
information security policy.

ISO/IEC 27001

GRS is actively engaged in the
implementation of the internationally
recognized standard ISO/IEC 2700L.
This standard specifies requirements
for establishing, implementing and
maintaining an Information Security
Management System (ISMS)
throughout the organization.

Financial Analytical Service
(FAS)

Management of GRS Server
Infrastructure (both physical and
virtual), including security tools
and cybersecurity solutions is
outsourced to another entity of
the Ministry of Finance, Financial
Analytical Service (FAS)
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Policies, Procedures, and Guidelines

INFORMATION
SECURITY POLICY

The bhasic document necessary for the
creation and implementation of the
Information Security Management sSystem
ISMS), its basic requirements and various
control mechanisms I1s Information Security
Policy, which applies to all structural units
and employees of the GRS, contractors,
consultants and partners who have access
to data and informational assets of the
organization.

Information Security Manager

ls respensible tor managing and monitoring the implementation
process of the information security management system and is
accountakls to the information security board

Computer Security Specialist

Fesponds appropriately o computer incidents. Also provides
communication  with various  groups  and agencies,  timely
information and responss regarding the incidant,

Information Security Board

| his colegial bBody makes decisions on issues related to
infarmation security and consists of all key perschns who have
the right to make decisicns and knowledoge of the main
activities/processes, as well as responsibility tor therr progress




OTHER POLICIES AND PROCEDURES
SUPPORTING INFORMATION SECURITY POLICY

THE SCOPE OF INFORMATION SECURITY MANAGEMENT SYSTEM,;

INFORMATION SECURITY COUNCIL REGULATION;
RISK IDENTIFICATION AND ASSESSMENT METHODOLOGY;
RISK MANAGEMENT METHODOLOGY;

INFORMATIONAL ASSET MANAGEMENT METHODOLOGY; | |
INFORMATION ASSET CLASSIFICATION POLICY; = ==
INFORMATION ASSET USE POLICY;

THE POLICY FOR MANAGING THE MEANS OF REMOVABLE MEDIA; s
PASSWORD MANAGEMENT POLICY; A

INCIDENT MANAGEMENT POLICY;
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User Education,
Awareness, and
Training

 Human Resource development
plan - once per year;

- Qualification-enhancing
activities such as trainings and
certification;

« Cybersecurity Course - once per
year;

« Examination;

« Periodic awareness e-mail
notifications




Procedure for handling
Cyber Incidents

GRS information security incident management steps,
escalation methods and methods of execution are
described in the Information Security Incident
Management Procedure. The purpose of the mentioned
procedure is to minimize and avoid the possible negative
impact caused by information security incidents.

Dbligation to NotiFy E

Information  security events/computer
incidents must be registered immediately
on the unified portal sent to the e-mail
address

Incident Review

* Incident review by the Information Security
Team;

* Incident review by the Incident Resolution
Team;

Colaboration and information sharing

To the regulatory agency, the Operational-Technical

Agency of the Security Service of Georgia

To to the relevant International Agency for
communication with other competent agencies
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Standard Users

Technical Controls

Employees with standard

rights do not have direct

ACCGSS Man(]gement access to the database
Active Directory (AD)

The Administrator Password

The standard user password

POSSWOI’d MO n(]gement The administrator password

Mmust be at least 16

Active Directory (AD)

characters long

It is necessary to pass at
least two-factor
authentication to enter the

system



Next Generation
Firewall

Firewall can detect
cyber-attacks and
protect the network from
cyber-attacks using
various methods

Network Security




Personal computers and

ntornal porimeter Anti-Virus and Anti-Malware
et oo e Software - Trellix

Security Protection

System - Trellix.
The system consists of

several components and VicAlee
Global Threat McAfee
° ° N4CAfee N1cAfee e -
Includes: network sensor, Intelligence = 'aon o McAfee Web 3" Party
ATD IPS Gateway Solutions

logging, web protection,
servers, computer
protection, detection and
neutralization of malicious
programs, establishing
correlation between
information security
incidents and notification

i McAfee McAfee
functions. pedoi Active Endpoint D McAfee

response protection TIE Endpoint
Module




Security Incident and Event
Management (SIEM)

Any access made by Administrators Is logged
through the control center of the host
operating system and stored In an encrypted
form In the SIEM (Security Incident and Event
Management) system, the data of which
cannot be changed. Only an Information
Security Manager has access to the SIEM
system.




USE A VIRTUAL PRIVATE
NETWORK (VPN) TO PRIVATIZE
THE NETWORK CONNECTION

GRS employees have the ability to access the non-publicly
accessible computer resources (including data, systems, devices or
services in the [T infrastructure of the GRS) from an external location
other than the physical premises of the GRS. The rules and
requirements for secure remote access to the critical infrastructure is
defined by the Remote Access Policy. Secure remote access can
only be ensured through secure communication channels, through
which information can be exchanged between networks. These
channels can be set up using encrypted technologies such as Virtual
Private Network/VPN.

Remote access to the critical infrastructure of GRS with the personal
devices of the employee is prohibited. Exceptions are allowed only
by the decision of the information security team only in cases of
extreme necessity, which must be justified and time-bound.



Continuous improvement
and Future initiatives

( b, ) /@

CISO/IEC 27000

o =0

4+ ©
C 1ISO ) o C Certificate )
\’




THANK YOU!!

Contact Us

Phone Number

(+ 995) 599 04 04 68

Email Adress

m.khutsishvili@rs.ge




