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"CYBER-ATTACKS CAN BE ATTRIBUTED TO THE BIGGEST THREAT TO

MANKIND, BEING EVEN MORE SEVERE THAN NUCLEAR WEAPONS."
- WARREN BUFFET
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With Digitalisation of Tax Administrations and the
iInfegration of our systems we have become an part
of THE WEB and candidates of Cyber risk



Tax administrations need Cyber security strategies
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Cyber security refers to the body of technologies,

processes, and practices designed to protect

networks, devices, programs, and data from

attack, damage, or unauthorized access. Cyber

security may also be referred to as information

technology security. www.digitalguardian.com Cybersecurity is the practice of protecting
systems, networks, and programs from digital
attacks. www.cisco.com

Cyber security is the practice of defending
computers, servers, mobile devices, electronic
systems, networks, and data from malicious
attacks. It's also known as information technology
security or electronic information security. The
term applies in a variety of contexts, from
business to mobile computing, and can be divided
into a few common categories.
www.kaspersky.com




Would happen to your
country if your tax
administration was brought
to a halt by a cyber attack?

“Digital transformation is
taking all tax & Customs
administration activities
online, and connecting them
to the internet”
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VMotivation for an attack?




CYBER WARFARE

READNESS IS ESSENTIAL



URA’s security framework uses a best-
of-breed approach to leverage and align
with most major security standards,
including:

« |SO 27001/27002

« COBIT

» Center for Internet Security
(CIS) Critical Controls

* NIST Cybersecurity Framework
« NIST SP 800-53
« NIST SP 800-171

A best-of-breed approach
ensures holistic coverage of
your information security
program while refraining from
locking you in to a specific
compliance standard.

Cybersecurity Framework ‘
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URA Enterprise IT Security Architecture : Defense in Depth

POLICIES & PROCEDURES

STANDARDS & FRAMEWORKS

Layer 1:
Human Defense

Layer 2:
Perimeter

Defense

Layer 3:
Host Protection

Layer 4:
Operating
Systems,
Applications and
Database
Protection

Layer 5:
Data/Information

Protection
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IT Security Awareness Training-(KnowBe4) » User Access Reviews (ITSec Workplan)
Policy attestations &Policy Mgt Solution (KnowBe4) * Administrator & general staff activity reviews

BUSINESS PROCESSES COMPLIANCE

BUSINESS REQUIREMENTS e.g. BIA

Human Resource / People:

Physical Security:
« CCTV for sensitive locations < Environment Monitoring system for
» Biometric Access Control Data Center (DC) & DR site

» Power Redundancy at DC & DR sites
» Network redundancy [DR Project]

Network Level:
» Checkpoint Firewall (Perimeter)

« Infrusion Prevention System — Checkpoint * Email filtering — Barracuda Spam Filter .
« Network Admission Control — Cisco ISE (Revamped)  * Network segmentation; server vLANs, user subnets ( Firewall)

- Web filtering - Checkpoint (usage policies missing) S,Elﬁ\j\work Devices AAA —TACAGCs, Cisco ISE

Workstations:
* EDR- Cynet 360, Defender, Check Point AntV
» Local Administrator restriction — Microsoft LAPS ()

» USB blocking
» Laptop Encryption — (bit locker, Checkpoint)
» Application White Listing — Carbon Black

Platform / Operating System:

+ Backup & Restore — Commvault

» AD hardening — PowerShell blocked, credential
caching blocked via group policy

* Privileged Access Management -Sectona

Vulnerability Scans— Rapid7 Nexpose &

Metasploit Suite, Nessus,

» Patch Management - System Center
Configuration Manager (SCCM)

« Security event monitoring — ArcSight Logger.

Monitoring & Incident Response
Daily/weekly monitoring processes in place by internal IT Security staff
IT Access (Cisco ISE Cynet 360) , NewRelic, for monitoring

Security Operations Center - not yet in place,

Managed Detect & Response

opsgenie

Application:
Secure Development Life Cycle — Github ( DevSecOps)
Application Vulnerability Management & Assessment — Nessus, Acunetix
Imperva Web Application Firewall (WAF) HQ & DR
Fraud Monitoring solution — Intellinx (Expiring, Netscout dependant)

» External Application
Vulnerability Scans-
ImmuniWeb

» SSL certificates
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Database Activity:
» Database Replication (DR)
* Imperva Database Activity Monitoring (DAM)

Data Protection :

5

+ Data Classification & Security  * Data Loss Prevention & Signing

MGT REPORTING eg ITID, RISK Team, MEC, Board

PENETRATION TESTING

Rapid7 Nexpose and Metasploit, burp Suite,

AUDITS & RISK REVIEWS I.T SECURITY SELF-ASSESSMENTS




URA’s Top 10 Cyber security strategies

Continuous
Monitoring

® Database Security

Security
Architecture

Privileged User
Management

The Board’s

. o—c Patch Management
Changing Role

Vendor / Third °

; °—0 Data Management
Party Security

Employee Security &
Awareness

® End Point Security



THE CYBER RISK IS REAL



Responsibility

ACCEPT RESPONSIBILITY
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ASSESS CURRENT YOUR
CYBERSECURITY PRACTICES




