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Reduced economic 

costs, time and 

complexity in inter-

governmental and 

public private exchange 

registry information 

Simplicity

Blockchain benefits for registry

Efficiency

Less bureaucracy in 

sharing information 

with other entities 

Trust

Automation, 

transparency, and 

accountability of 

governmental registries 

for the benefit of 

citizens

Security

Security in the registry 

exchange process, 

improving public 

services and the 

business environment 
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Integrated and cooperative 
solution

Building stronger partnerships to fight tax-related illicit financial flows
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• Secure data sharing for
the issuance of the
brazilian 'National
Identity Card' (CIN –
Carteira de Identidade
Nacional);

• Innovative, blockchain-
based system for a
unified and
decentralized process.

06.10.2023 4

B-CADATROS

Building stronger partnerships to fight tax-related illicit financial flows
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• This solution provides
secure data sharing
between the RFB and
the Civil Identification
Agencies (OICs),
allowing the National
Identity Card (CIN)
issuance process to
be unified and
standardized across
all agencies in Brazil.
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B-CADASTROS

Building stronger partnerships to fight tax-related illicit financial flows
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Solution‘s software architecture

Building stronger partnerships to fight tax-related illicit financial flows

http://www.nto.tax/
http://www.nto.tax/


www.nto.tax06.10.2023 7

CIN Issuance Business Flow

Building stronger partnerships to fight tax-related illicit financial flows
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CIN

(People)

Add new attributes and 
information (education, 
health, social benefit, 
etc.) 

CNPJ

(Companies)

Use the Blockchain for the 
collection, exchange, 

alteration and 
communication in the 

process of opening and 
legalizing companies.

CIB

(Properties)

Using Blockchain 
to create a data 
and information 
exchange network 
to enable a 
multipurpose 
property registry
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Next use and applications

Building stronger partnerships to fight tax-related illicit financial flows
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2nd NTO Technical Conference
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The Costa Rican experience

2

Using machine learning to manage 
compliance risk: the case of the electronic 
invoice anomaly detector 

06.10.2023
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• Problem present in all tax administrations.

• Illegal and hidden activity

• Present in all taxpayer strata.

• Tax simplification and online services facilitate the registration of obligors and 
the issuance of invoices.

• The electronic invoice avoids the alteration of invoices and the theft of 
identity, but not the issuance of invoices that respond to false or simulated 
operations.

• Evolution towards networks for issuing false invoices.

Use of apocryphal invoices
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Electronic Invoicing Anomaly Detector 

Digitalisation of Tax Administrations and Contemporary Issues

Open-source solution for CIAT members

http://www.nto.tax/
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• Detection of opportunities for improvement in the quality and structure of 
the data.

• Validations and alerts, design of outreach campaigns, input for developers,

• Identifies taxpayers with anomalous behavior. Improvement in the selection 
of audit cases.

• No previous knowledge is required - unsupervised process,

• Understanding of taxpayers and their business cycles.

• Developing analytical skills. Few fixed costs.

Using the e-IAD

http://www.nto.tax/


www.nto.tax

Taxpayers with non-existent 

or simulated operations 

(suspicious invoicing)

Taxpayers receiving income for 

unusual behavior

1

2

Examples of 

anomalies 

that may be 

detected The Costa Rican case: 1.12 billion records processed in less than seven 

hours (thirty-three months of data) 

This solution makes it possible to identify, select,

and prioritize cases of taxpayers with unusual

behavior, by applying unsupervised automatic

learning models to data from electronic invoices,

taxpayer registration, and tax returns. Although the

model is not trained to search for a certain

characteristic (unsupervised model), indicators and

variables are calculated to search for anomalous

behavior in them.

Statistical view of loaded data
Definition

http://www.nto.tax/




Summarization 
Features

Number of  
transactions

Total invoices

Total credit notes

Total debit notes

Total export invoices

Total purchase 
invoices

Total buyers

Total suppliers

Number of 
transactions to self

Total voucher to self

Taxable Features

Total taxable 
services

Total taxable 
goods

Total tax

Total non taxable 
services

Total non taxable 
goods

Total taxable

Total non taxable

Total sales

Total discounts

Total voucher

Ratio Features

Number of 
purchases

Total purchases

Ratio sales / 
purchases

Ratio buyers / 
suppliers

Ratio VAT / sales

Ratio sales / 
employees

Ratio sales / 
capital

E-Invoicing feature engineering spec.



E-Invoicing feature engineering spec.

Average features

Monthly total voucher

Monthly total purchase

Monthly total tax

Average monthly 
voucher

Average daily voucher

Average monthly tax

Average daily tax

Emission features

First issued date ever

First issued date period

Last issued date period

Last issued date ever

Num days issuing ever

Num days issuing period

Time to issue reg

Time to issue enroll

Graph Features

Max depth of supply 
chain

Max distance from
supplier

Max distance from
customer

Max place in supply 
chain

Min depth of supply 
chain

Min distance from
customer

Min distance from
supplier

Min place in supply 
chain
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The quality of 
the data is 
evaluated from 
3 perspectives: 
completeness, 
identification, 
in/out range

Functionality

http://www.nto.tax/


The system 
prioritizes  
cases 
through an 
anomaly 
index, similar 
to a risk 
ranking.

Functionality



• Prioritize the analysis to 
taxpayers with extreme 
values.

• 5 predesigned charts to 
analyze the relationships 
between sales, VAT, 
purchases, number of 
customers and suppliers

• Filters by state, 
municipality and city, by 
economic activity and by 
year

Functionality



Example of a taxpayer 

with an abnormal 

behavior of their sales, 

and issuance of credit 

notes

Findings



The prioritized taxpayers are 

analyzed through descriptive 

statistics and graph theory (study of 

relationships between entities). 

Example of the detection of a 

taxpayer with anomalies in his 

supply chain (no suppliers and 29 

buyers).

Upon further analysis, it is 

determined that it has no employees, 

assets or capital

Findings



Issues vouchers 
(sales) for :

USD$ 5,782.605

➢ Does not register 
purchases

➢ Has no employees

Findings
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• Companies with irregular behavior in their sales activities that are not sustained by their compliance activity.

• Companies with an atypical supply network, where the volume of customers and /or suppliers is out of 

proportion.

• Companies with an atypical volume of suppliers.

• Companies with an atypical volume of buyers.

• Companies with an atypical volume in the issuance of credit notes or debit notes.

• Companies with an atypical volume of discounts.

• Companies with atypical amounts in their tax rate.

• Companies with atypical amounts in their services or non-taxable products.

• Companies with sales operation volumes outside the “company size" range in which they are typified.

• Companies with an atypical volume of invoices issued to themselves.

Findings

http://www.nto.tax/
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